Abstract-Moving from legacy power grid systems to Smart Grid (SG) is becoming a priority of many countries and energy service providers. One of the main enabler of a SG infrastructure is having the proper communication network to support its various functionalities and requirements. This paper introduces a communication framework which can be used to integrate the various data communication entities in a Smart Grid environment going from sensors at the consumer's premises to the energy service provider command and control center. The paper provides a brief overview and discusses the various communication technologies and protocols which can be utilized for such purpose and shows potential scenarios which can be used. Network reliability, performance and overall security considerations are also discussed within the given context.
I. INTRODUCTION
It is expected that the demand for electric energy will triple by 2050 [1] . The Smart Grid (SG) or a modern electric grid system is becoming a priority for most developed countries. The term Smart Grid generally describes the integration of elements connected to the electric grid with an information infrastructure through intelligent communication systems to offer numerous benefits for both the provider and consumers of electricity. With soaring oil prices, cost of traditionally produced electricity, and environmental concerns, the integration of renewable energy sources as part of the electric grid is becoming more needed every day. Other contributing factors to the modernization of the current electric grid system involves the use of automation and integration of communication and information technology systems to improve the production, delivery, and efficiency of power load distribution as well as the reliability and security of such systems. Keys to designing a SG communication system include effective connectivity, proper monitoring, resiliency, reliability, manageability, security and adaptability. Currently, connectivity for the power grid systems is limited and a considerable amount of work is needed to be able to serve the required tasks envisioned to be essential to a SG system. As of today, many power grid systems are not monitored or instrumented properly and effectively for real-time applications. Security issues including privacy and proper authentication are critical and should all be incorporated at the design phase to make it more robust and trust worthy [2] . Researchers believe that smart grid designs should be based on current standards with customers being involved at every step. In addition, education programs that include Smart Grid are very limited and new university course work is needed in the area of ICT-power integration.
Research in SG is composed of several main areas including Smart Transmission Networks, Smart Control Center and Smart Solutions [3] . Each of these areas can span many subareas of research and include various challenges and opportunities. A reliable and secure communication system is considered a cornerstone to implement SG systems. Several researchers started to look at the different research challenges associated with data communication in a SG system at the different levels. For example, the authors in [4] looked at the deployment of a smart monitoring system using wireless sensors focusing on a reliable routing protocol for low power lossy networks. On the other hand, the IEC 61850 standard [5] , which was originally aimed at substation automation, has been expanded to cover the monitoring and control of distributed energy resources by the adaptation of future networking technologies. In another paper [6] , the authors looked at the requirements and performance of a customer communication gateway that exchanges data with the Smart Grid system for operation and control. As per security, it is of extreme importance to protect all the network nodes in a smart grid system. In addition to the power plants, "smart meters and other lower-profile networked devices could be used to invade or attack the grid, leading to military, social or economic disruption" [7] . For example, Stuxnet [7] is a recently discovered worm that not only targets the industrial software and equipment but also includes programmable logic controller rootkit that spies on and subverts industrial systems. In [2] , the authors gave a broad-brush description of security issues in smart grids; however, they did not elaborate on providing countermeasures. Additionally, they recommended the integration of security techniques during the design phase of smart grids before their widespread deployments to avoid previous mistakes of other networks such as the Internet.
In this paper we look at the various communication protocols which are currently in use by the Internet community and give an overview of such protocols while highlighting as our main motivation an integration framework for the utilization of these protocols for SG. In addition, specific issues related to reliability, performance and security are discussed to provide the readers with an understanding of how important, different and unique such issues can be in a smart grid implementation.
The rest of the paper is organized as follows. Section 2 provides some background work on SG. Section 3 classifies the various communication networks, technologies and protocols which can be part of an integrated communication framework for a SG. Section 4 discusses performance, reliability and security considerations and challenges while section 5 concludes the paper.
II. BACKGROUND
Research on Power Grids has been going on for some time focusing on various challenges such as power distribution management, fault monitoring and detection, connectivity and communication, security, integration of renewable energy and control. For example, early on, the authors in [8] were concerned with the fundamental engineering planning and operation of an interconnected grid to achieve high energy efficiency given the dynamicity and uncertain changes in the generation and load inputs. In [9] the authors presented a review of previous research done on the use of high performance computing in power system reliability and security analysis, operations, monitoring and control systems. In the area of modern control centers for SG, the authors in [10] proposed an information architecture design for power system control centers which are based on open standards focusing on desired features such as openness, interoperability, flexibility, scalability, vendor independence and event orientation. In the area of realtime monitoring and control, the authors in [11] developed strategies for load/frequency control in a networked multi area power system in response to unexpected load changes and generated power in each area. In the area of SG security, the authors in [12] outlined the major security challenges that might be encountered as part of a SG implementation when it is connected to the Internet. In addition, in [13] a trustiness system was introduced and discussed showing how false injected reports from sensors in the SG may cause instability and failures in a SG system.
On another front, recently, several researchers started to look at the problem of charging Plug-in Electric Vehicles (PEVs) and the effect of that on the load of a power system [14] . Although PEVs are currently more costly to buy, they are becoming more attractive as means for personal commuting due to their zero emission and lower cost to maintain in the long run. Synchronization of PEV charging is a great concern to power utility companies and innovative measures of avoiding such periods are needed. In general, introducing PEVs within a distribution grid without taking the proper measures might results in several undesirable effects such as voltage fluctuations, blackouts and newly introduced load peak times. Several research papers proposed solutions based on communication technologies and protocols to the load management issue when PEVs are used. For example, the authors in [15] discussed how networking concepts can be used to help in the management of power and load leveling. In another paper [16] , the authors looked at interconnections and communications techniques between electric vehicles and a SG. The paper discussed the different kinds of charging locations, characteristics and the vehicle to grid integration, specifically the communication interface. On the other hand, the authors in [17] looked at how existing cellular network such as GSM in combination with SMS text messaging and GPS can be used for the control of PEV charging a cross a Smart Grid giving owners the ability to decide on where and when to charge their vehicles. In [18] , the authors developed a control algorithm for randomization of electric vehicle charging times using a one way communication broadcast protocol to better utilize and manage the load in a SG. The authors used concepts from queuing theory and statistical analysis to reduce the probability of a system overload to a negligible number.
From the above mentioned research efforts it is evident that communication technologies and protocols are the hard core of a successful SG implementations. Given the unique nature and requirements of a SG infrastructure, SG communications is still a wide open area for research and development. Although, in this paper we provide a brief review of existing communication technologies and protocols and provide possible integration scenarios which could serve the SG community. Several other review papers on SG were published previously; however there are major research concerns and challenges still open and were not addressed which we outline in this paper. Some of such challenges are in the area of security, reliability and required network performance as discussed in Section 4.
III. COMMUNICATION NETWORKS FOR SMART GRID
One of the envisioned SG communication infrastructure calls for the incorporation of a heterogeneous network of different standard based communication technologies to provide reliable, secure and efficient control, information exchange and access of entities across the different SG tiers across large geographical areas of different terrains. Traditionally supervisory control and data acquisition (SCADA) systems which have limited bandwidth have been used to monitor and control the electricity grid. One important kind of data is based on the State Estimation (SE) [19] application used as part of the Energy Management System (EMS). SE is an application software that extracts useful information from raw data generated by the deployed energy components such as phasor data, power flow data and voltage data. In a SG system, there are several kinds of application data that need to be transported by the communication network for management and control purposes with distinct requirements with respect to delay, packet loss, priority, bandwidth and security. In SG, a two-way communication system is envisioned to be between the control and energy management entities and data collection and measurement entities with the following information being possibly transported over it [20] .
At the consumer: smart metering information from homes and enterprises, usage patterns for certain appliances, electric vehicle to grid and grid to electric vehicle, renewable energy generation and exchange with the grid. At the distribution: information from the distribution sub-stations and feeders, sub-station load information, inter distribution control center information, and information from smart devices utilized by mobile employees of utility companies. At the transmission, electric phasor information, information from transmission sub-stations and state information of high voltage power line. At the generation, load monitoring information, equipment conditioning information, renewable energy input from major sources and equipment status information.
With SG being viewed as a standard-based open infrastructure to support the various needed functionalities and to allow fine-grain command and control, there is a need to deploy and utilize quality of service (QoS), reliable and secure communication networks, in addition to complex software modules for this to be successfully implemented. Therefore, a SG communication framework when designed needs to incorporate the following aspects: (1) Performance and reliability requirements of data transfer for the various applications in a SG system. (2)Appropriate communication technologies for transferring the collected data to the energy service provider management/control node based on the location (home, substation … etc.), type of deployed sensor and the kind of data collected. (3) Seamless integration of the various network technologies and protocols used to collect and transfer the data. (4) Smart metering and smart interfaces/applications to be deployed with various kinds of sensors for the smart relaying of information over a wireless/wired network or a heterogeneous network composed of several of such technologies. (5) Security measures integrated as part of the communication framework to protect the privacy of consumers and ensure the reliability and availability of the smart grid components and to harvest trust among the different stakeholders.
In a SG communication infrastructure we can identify several networks, depending on the deployment being used. These networks are: Consumer Area Network (CAN): represented mainly by local area networks (LAN) for a home, an enterprise, a commercial shop, a factory, a PEV station …etc. The scale of CAN spans Home, Building, and Industrial Area Networks (HAN, BAN, and IAN, respectively). The CAN may also be part of a Neighborhood Area Network (NAN) which can be composed of several small CANs and can be used by the utility company as an access point to reach smart meters at homes, shops... 
A. Communication Technologies and Protocols for SG
Networks This section is meant to provide a brief introduction to some of the communication technologies and protocols which can be utilized in SG. Assuming that data communication in the SG will be based on the Internet reference model, in this section we discuss some of the various communication protocols and technologies which can be used in SG networks based on their functionalities and usage. Although the focus is on existing protocols, ongoing research is being conducted by many researchers and new protocols are under development and consideration by the communication networking industry and standardization bodies. Some of these newly research efforts will also be introduced. Unless it is radically changed, the communication paradigm of a SG communication network if based on communication standards with or without modifications and additions will have a communication stack based on the Open Systems Interconnections (OSI) model as shown in Fig. 2 .
Although it is still being debated by the Internet and SG communities, in this stack reliability and information security are most likely to be vertically associated or incorporated at the various layers to support the needed functionalities and performance requirements of a SG infrastructure. For this to be effective a cross layer approach to networking is needed. In Table 1 Routing Protocols for Infrastructure Networks OSPFv3: Used as a dynamic routing protocol in a large infrastructure network to build the routing table on participating routers. Each router in the network construct its own full view of the network based on exchanged information through link state messages. For example, it can run within a GAN or a DAN. IPv6 BGP-4: Used mainly as an inter-autonomous system routing protocol for the exchange of routes between different entities. For example, between two different ISP networks or in the SG environment as described here, it could be used for example, to exchange routes between a DAN and TAN. RIPng: It is a distance vector based routing and used for small size networks such as a CAN.
Transport and Control Protocols other than UDP and TCP SCTP: uses features from UDP and TCP as it transports a sequence of messages reliably Used by applications which require high reliability and security but with not so stringent delay requirements such as SCADA data DCCP: a protocol that provides bidirectional unicast connections for the unreliable transfer of datagrams but with congestion control.
IPv6 and Quality of Service (QoS) Protocols IPv6: this is the Internet Protocol version 6 which was developed to overcome limitations with IPv4 mainly the number of available IP addresses. DiffServ: An approach to provide end to end QoS for IP based networks carrying application data which requires certain guarantees on delay and throughput such as SCADA data, video and audio. RSVP: Used to enable applications to request and maintain particular different QoS requirements from the network for their data flows. MPLS: Used to create a connection-based model overlaid onto the traditionally connectionless IP routed networks. MPLS brings reliability mechanisms to the network through virtual fault tolerance approaches to adapt to changing network conditions. MPLS is used for engineering resources in a network based on the applications running. MPLS currently is widely used by ISPs.
To show how these technologies and protocols are integrated, distributed and associated with SG networks, Fig. 3 illustrates an integrated communication framework for SG taking into account the various classified SG networks and Fig. 4 shows the distribution of networking technologies and protocols per type of communication network which could be part of a SG. As shown in Fig. 3 the choice of a communication medium in a SG can be a combination of wireless communication, dedicated wired communication or based on Power Line Communications (PLC). The choice of one or more of such media will depend on several factors such as the data collection point, required bandwidth, required performance, security and reliability. For example, a distribution system can be affected by unpredictable voltage changes and harmonics which can drastically affect the reliability of Broadband over Power Line (BLP) based communication. BPL communication can also be affected by pole failures and existence of voltage regulators between feeders implying less reliability. In addition, the use of BLP, although might be effective when used within the network of one energy service provider, moving data across other provider networks will be difficult due to security, control and reliability concerns as well as interfacing difficulties. On the other hand, using dedicated copper based wired communication in a distribution system will not be effective due to interferences imposed on the signals by the distribution power system. Therefore, in a distribution system either costly fiber optics based communication or a less costly wireless communication technology such as Long Term Evolution (LTE) as described in Table 2 , which is not affected by any interferences from the power system, need to be used.
Another example is communication within a CAN between distributed sensors and the smart meters. In such environment a form of PLC or wireless communication based on IEEE 802.11 or IEEE 802.15.4 will be optimal. The use of wireless communication technologies however, will expose data to more security holes and the privacy of consumers could be of a great concern Ultimately PLC, as it is available throughout the SG system, can be used whenever possible but without sacrificing the desired requirements. PLC as a communication environment can be unpredictable due to the various noise components which are introduced for various reasons such as the plugging and unplugging of devices, environmental effect or power fluctuation due to variation in the demand for power at the different levels of the power grid. PLC data rates and communication ranges differ depending on the type of wires and level of power being carried over. 
B. Integration of CAN, NAN and DAN
In this section, we focus our attention on the integration of a CAN, a NAN and a DAN. In a CAN, several network technologies can be used for the transfer of data to the DAN. For example, at homes, IEEE 802.15.4/Zigbee based sensors are the most likely candidates to be used for the automation of acquiring the needed data from the appliances and transferring it to a gateway device for processing before sending it further directly to the DAN or through the NAN. The Zigbee sensor network can be deployed to operate as a multi hop wireless ad hoc network or as an infrastructure based wireless network. Alternatively, sensors can be networked as a wired network or as a Power Line Communication (PLC) network. The gateway device between any two networks should have multiple interfaces to be able to communicate with the different network technologies used in each network. For example, the gateway device between a NAN and a CAN might need to have Zigbee and WiFi interfaces while a gateway device between a NAN and a DAN might need to have interfaces to accommodate technologies such as fiber optics, Ethernet, PLC or wireless utilizing WiFi, WiMaX, or LTE. The gateway device can be the smart meter being deployed by the utility company, a homeowner device or a device owned by the ISP. This will depend on the level of privacy, trust and security required by both the homeowner and the utility company. Acquired data by the Zigbee sensors can also be utilized by the homeowner via web services based applications to allow him/her remote control over the appliances and to provide him/her live updates on energy consumption information. The homeowner can also ask for load information updates from the power utility distribution control center to allow him/her the opportunity to implement a usage pattern to save money or to transfer energy back to the grid for a good price if a storage device such as the battery of an electric vehicle is being used.
The exchange of information between a CAN, NAN and a DAN needs to be protected against any possible violation of privacy. For example, consumer related information such as the account data, electricity usage, type of used appliances, name and address and payment information might become exposed. Therefore, for the effective implementation of such a scenario, security measures are needed as explained in section 4. In certain scenarios, control over home appliances can be given to the utility distribution company to manage appliances based on the demand and response at a particular point in time. For this to be possible, the distribution company needs to have access to appliances within a CAN. An obvious example can be a PEV charging station where smart charging plugs are being controlled by the utility company to optimize load management. Fig. 5 shows a possible network integration scenario between a CAN, a NAN and a DAN. Note that the DAN will be able to connect to the router or smart meter at the edge of the CAN or a NAN via a VPN connection through the ISP wide area network as shown in Fig. 5 .
IV. PERFORMANCE, RELIABILITY AND SECURITY CONSIDERATIONS AND CHALLENGES
As with any new application, SG poses new research challenges for the communication and networking community. The wide span of SG QoS performance requirements, from loose delay requirements of few hundreds of milliseconds for some data to very stringent delay requirements of less than 10 milliseconds for other types of data, and other special requirements related to security, criticality and reliability makes SG communication networks very challenging and an attractive research area. In this section we look at the performance requirements and arising challenges of various SG data which need to be carried over a SG communication infrastructure. Then security measures, procedures and challenges for the SG are investigated followed by network reliability assessment within a SG communication framework.
A. Network Performance Considerations and
Challenges The performance requirements imposed by the various diverse applications and data collection mechanisms in a SG differ based on the criticality of the information, type of information, collection point and the required action to be taken if any. The requirements are interpreted in terms of time delay, given priority, criticality and data loss. To achieve these requirements various networking QoS protocols are needed. For example, the RSVP protocol can be used for bandwidth reservation, while Diffserv and MPLS mechanisms can be used to expedite and prioritize traffic forwarding allowing low latencies to be achieved. In addition, certain networking access technologies need to be used depending on the application. For example, larger delays are usually associated with low bit rate wireless sensor networks such as 802.15.4 which implies that for delay critical or high bandwidth applications these kinds of technologies will not be the right choice. On the other hand, choosing a reliable transport protocol such as TCP might implies larger delays due to retransmission of lost data and congestion control mechanisms used to avoid additional losses and excessive buffering delays in the network. However, limited data loss can be tolerated by certain application such as voice and video to avoid longer delays and for such applications protocols such as RTP/UDP and the DCCP can be used. The end to end time delay or total latency between two communicating entities over a network can be due to several contributing sources such as: transmission delay, propagation delay, processing delay, routing delay and buffering delay. Data loss can also be contributed to certain factors such buffer overflows, link interruption, bit errors on the links due to interferences and interoperability issues between protocols or technologies. In the networking QoS paradigm, applications such as Voice over IP (VOIP) are considered to be assigned the highest priority after network management data in terms of delay requirements, priority and criticality. However, in SG QoS communication paradigm there exist several applications with much more strict performance requirements than VOIP which will require a second look by the communication and networking community on the current available QoS protocols. Based on the IEEE 1646 standards [27] four levels of priority (reserved, high, normal, low) and three levels of criticality (high, medium, none-critical) are defined for data transported in a SG network. The "reserved" priority class is only used for network control and management traffic as it constitutes the most critical type of traffic for maintaining the network. Table 3 provides a summary of the various performance requirements for some of the SG applications transported information. Traffic priorities are usually set using certain fields in the packet headers and can dynamically being changed on demand if needed by the network administrator.
For example, the Differentiated Service Code Point (DSCP) header field in IPv6 is used to classify the various traffic types based on their set priorities.
In the area of communication and network performance several challenges can arise in a SG environment which must be addressed for the successful deployment of large scale SG systems. In a SG large scale infrastructure the number of locations requiring communication services will be drastically increased and distributed over multi-levels. However, the criticality of the collected information usually decreases as these applications are pushed deeper into the SG system. In such deployments various communication technologies and protocols are most likely to be combined when carrying information across the infrastructure. Thus, one of the main performance challenges is related to QoS consistency. This implies maintaining end to end QoS requirements and resolving interoperability issues among the various communication protocols used across the SG spectrum of interconnected networks and levels. The challenge here is to make communication protocols SG aware and also to make power information sub-systems communication protocol aware to make the right choices. This implies that communication protocols used for SG need to be cross layer based so that application based information can be mapped to the specifics of other protocols at the lower layers. In addition, certain intelligence need to be built in SG components enabling them to choose the most appropriate communication technology or protocol based on the QoS requirements of the information to be transported. Another performance issue related to achieving the desired performance is the ability to scale. With the large collection of data points as smart metering is considered at the core of any SG implementation, scalability issues need to be addressed as part of the performance of any chosen communication protocol. Scalability can be achieved with the utilization of intelligent data aggregation algorithms, clustering and hierarchal based approaches across the SG communication system without the loss of performance requirements. Another performance challenge is being able to meet the strict delay requirements of certain SG applications such as teleprotection data especially when the communication network over which the data is carried is geographically dispersed. To solve this performance issue and possibly others Cloud Computing [28] can be used. The concept of Cloud Computing mainly refers to the use of computing software, hardware and data services of distributed data centers transparently by the end users without the knowledge of the physical location of such systems. Since data centers can be geographically distributed, data for SG system components which need to be transported/exchanged can be associated with an overlay of multiple data centers, within the same cloud or a cross clouds, which are geographically or logically closer to such systems. These cloud based services are usually provided by a third party and therefore service level agreements (SLAs) to satisfy the requirements of the SG system specifications are needed. If implemented appropriately, cloud services for the SG implies faster data transfer, more scalability, intelligent and effective processing and aggregation of data, reduced communication cost and fast recovery. However, the use of Cloud Computing to manage the SG is still considered a new research area with additional challenges related to security, privacy and consistency across clouds.
B. Network Reliability Considerations and Challenges
Due to the growth of distributed intelligence and the use of communication technologies and protocols to control and manage a SG infrastructure new reliability challenges will arise. One of these main challenges is maintaining constant reliable communication channels for critical applications such as teleprotection. In order for the communication infrastructure to serve the SG system adequately and appropriately, its availability and reliability should be higher than the power system. Communication reliability can be achieved through several measures and will depend on the network technologies and protocols being used. Traditionally, network reliability has been addressed through making redundant links/devices available for an application to protect against link/device failures. With the current advances in hardware technologies, unintentional device failures in the network are considered very rare with a proven reliability record of 99.999 percent of the time. However, given the critically of the applications such as teleprotection in a SG network, additional reliability measures will still be needed. On the other hand, other applications which are not as critical as teleprotection can survive without any additional reliability measures against unintentional failures. To achieve utility grade reliability, additional measures when needed can be achieved through several approaches such as: the configuration of physical redundant PLC/wired/wireless communication links on diverse devices, the configuration of logical redundant links by using various protocols such as MPLS and VPN, eliminating single point of failures by considering a distributed approach for network control and management, matching application requirements to the proper network technologies and protocols, incorporating reliability at the different layers and not just at the physical layer, maintaining uninterruptible power supplies (UPS) for critical systems, incorporating none-invasive software upgrades as part of the network design, making hot swappable network hardware as part of the network design and the use of standard based, well tested network technologies and protocols.
As the communication network used for managing the SG gets larger and more diverse with respect to technologies and protocols being used, the degree of network reliability is most likely to get lower. On the other hand, network reliability can be simplified and managed more effectively in a large scale communication network using distributed decentralized control strategies [28] . Reliability is SG is classified not only based on loss of communication but also by interruption in energy services due to communication failure. Estimating communication network reliability (N r ) is a complex engineering problem and considered to be a major challenge yet to be addressed. However, for a simplified estimation, the following factors need to be considered: Link reliability (L i ), device reliability (D i ), redundancy level (R) and network heterogeneity (N h ). L i will depend on the type of link: wireless, wired or PLC, the characteristics of the link: copper, fiber, frequency band, modulation techniques…etc, the environment and surrounding: noisy, terrain …etc, and other factors which might be unique to the particular application being used. D i will also depend on various dynamics such as the processing power, the load, the structure and design among many others. As for R, it depends on the type, level and configuration of the redundancy. For example, redundant links for wired links can be configured as wire-less or based on PLC and vice versa. In addition, redundant links can be configured either as physical links or as virtual links on the same interfaces and devices or using different ones. As for the redundancy level it could be based on a 1:1, a 1:N or an N:1 redundancy. The degree of N h is based on the number of different technologies (T) that exist between two communicating points. For example, if two points are communicating within the same LAN composed of the same technology N h will have no impact on N r . These reliability factors can be estimated individually based on certain assumptions so that a mathematical formulation can be made to approximate N r . These assumptions might include that all links of the same type are considered to have the same reliability regardless of any other considerations. Another assumption would be to assume that all devices have the same reliability.
C. Security Consideration and Challenges
Today, security is an end-to-end system that begins with policies, procedures, measurements and audit against metrics associated with confidentiality, integrity, authentication, authorization, and access control. For it to be effective, security must be thought of early on and needs to be integrated into the system design phase. In addition, a threat model with vulnerability test cases need to be developed, an architecture domain needs to be defined, security policies need to be set, operational procedures need to be refined, user policy management with security parameters that may include identity management, presence management, digital rights management, and audit management must be enforced based on the user-services and access control privileges.
Smart grids are moving into decentralized networks that utilize information technology to facilitate the interaction among all stakeholders. To support smart grids and to allow fine-grain command and control, development and deployment of sophisticated secure computer and communication infrastructures, in addition to complex software modules, are needed. Determining the security and dependability level of a communication system for a critical infrastructure such as the SG constitutes a basic precondition for assessing the quality of protection of such system [30] . Additionally, the energy information that flows through the smart grid is valuable to people who could use it for ill will. This opens the stage for a wide range of security attacks against the grid, which could vary in severity from simple attacks of power and personal information theft to total blackouts. Therefore, ensuring the security and the reliability of the SG communication systems plays a vital role in adopting and advancing it. It is clear from the Internet example that addressing security during the early design stages is way more efficient and less expensive than addressing it late in the development cycle. Enabling two way communications between SG entities might open the door for various security threats and attacks. To satisfy the security requirements of a SG communication system, it is possible to reuse and build on the existing mature security technologies and standards rather than reinventing the wheel in designing security functions and utilities since that makes them more reliable and less error prone.
The following security challenges constitute the core requirements for any successful deployments of future SG communication systems:
Privacy: Ensuring the privacy of, mainly, the consumer related information such as account data, electricity usage, type of used appliances, name and address and payment information is essential. To achieve that, an emphasis on the client side security and trust mechanisms are needed in addition to those implemented from a server perspective [31] . To maintain the privacy of consumers' data, the smart meter acting as the gateway to the home network needs to manage and control exchanged information with the utility company. Home appliances can be easily authenticated by the smart meter and smart meters can be authenticated by the utility company. This Hierarchal approach will facilitate scalable solutions. Privacy of information exchanged within each segment can be protected using appropriate security measures. For example, within a Zigbee based HAN, elliptic curve cryptography can be applied based on the specifications of the Zigbee standards.
For information exchanged with the utility company, it is necessary to make SG exchanged data anonymous to protect SG users from interceptors while maintaining the possibility of utilizing the data to run statistics that support research and data mining necessary for SG development, upgrading, and improvement. To ensure the privacy of consumers and corporate, temporary identities that could be automatically changed in a controlled way to avoid tracing can be used. To ensure the confidentiality of data, use of randomization techniques and statistical salting that help in hiding the data attributes such as the size of the data or the processing time over a certain data item can be applied.
Integrity: To preserve the integrity of exchanged data over a SG communication system, several techniques can be used such as the use of hash functions with and without cryptography. However, there are specific challenges associated with SG systems. These challenges include the possible fabrication of electricity usage by falsifying smart meter exchanged data with the utility company. For example, the authors in [32] looked at sparse attacks that involve the compromise of a modest number of meter readings and proposed an algorithm to identify such attacks. Another type of data integrity attack is data injection [33] . These kinds of attacks are magnified in a SG due to the large scale of data being exchanged. In [33] , the authors' proposed technique was demonstrated to defend against malicious data injection if a small subset of such data can be made immune to these attacks; however, choosing this subset of data was shown to be a complex problem.
Availability: The availability of SG communication system components is crucial. Availability gains great importance in SG applications especially with the increasing number of adversaries whose goal is to sabotage activities. Such attacks lead to loss of productivity and lack of trust. For example, Denial of Service (DoS) attacks can be launched physically by destruction or logically by intrusion on the availability of the Advance Metering Infrastructure (AMI) deployed. To investigate DoS attacks in SG the authors in [34] provided experimental data and showed how the network performance can degrade dramatically due to such attacks.
Given the large scale distribution of smart meters, these kinds of attacks will be hard to avoid since every smart meter is a node in the SG communication network which could be used as an entry point by hackers/attackers to cause network wide distribution and changes. With smart meters being located at homes and businesses, the utility companies/owners need to make them tamper proof and physically secure. In addition, with millions of such meters deployed, the use of public telecom infrastructure becomes more appealing and chapter to use than private networks. This in effect raises the question of trust among utility companies and the telecom providers. How to provide optimal security solutions to the AMI is still an open research issue with many challenges.
Another SG specific attack is when an attacker use legitimate methods to intentionally delay the transmissions of time-critical messages such as system protection and SG management related messages i.e. causing system interruptions. In addition, the attacker can use malformed messages as a broadcast to cripple the system by causing certain devices to have buffer overflows. These kinds of attacks are hard to detect given the size of a SG system and still being addressed by the research community.
V. CONCLUSIONS
In this paper we provided an overview of a Smart Grid system while focusing on communication protocols and technologies which can be used as part of an interconnected Smart Grid network to facilitate desired anticipated operations. Integration of the possible formed networks was also discussed with the definition of various networks depending on the coverage area and functionalities. Performance, reliability and security considerations and challenges were also discussed as related to a SG implementation. Our future work will focus on the performance assessment of, security, and reliability aspects within an integrated Smart Grid implementation.
